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Synopsis
"Basic Pentesting'' is a beginner friendly CTF on TryHackMe, offering an entry-level
challenge for aspiring penetration testers. It begins with a port scan and by exploring the
website hosted on the target IP, participants discover a hint to visit the development page
for tools. Using Gobuster with a wordlist, two text files containing user information are
found. Further enumeration via SMB login or enum4linux exposes additional user details,
leading to the identification of a weak password for the user "jan." With Hydra, this weak
password is exploited to gain SSH access. Once inside, we can read another user’s SSH key
for lateral movement. We then use johntheripper to get login credentials to take over the
machine.

Skills required:
● Web Enumeration
● Linux Fundamentals

https://tryhackme.com/p/jsiu7900
https://tryhackme.com/p/ashu
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Skills learned:
● Cracking password hashes with an RSA key
● SSH abuse through misconfiguration
● SMB enumeration

Enumeration

nmap
We will start off with an nmap scan.

ip=10.10.122.177

ports=$(nmap -p- --min-rate=1000 -T4 $ip | grep '^[0-9]' | cut -d '/'
-f 1 | tr '\n' ',' | sed s/,$//)

nmap -p$ports -sV $ip

Doing this will reveal the outputs:
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Nmap scan shows SSH running on port 22, HTTP on port 80, and SMB on ports 139 and
445, as well as 2 Apache services.

HTTP
Going to the HTTP server first, we find this:

And looking at the source, we can find a small hint:

So with that hint, we can run gobuster to enumerate the web pages to see if we find
anything.

gobuster dir -u 10.10.20.92 -w wl/dirb/common.txt -t 70

With that command, we found the ‘development’ page
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Visiting the /development page, we can see this:

Looking at the dev.txt file, it indicates users ‘K’ and ‘J’
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Looking at j.txt, indicating that user ‘J’ has a weak password that we can possible brute
force:

SMB (Ports 139 & 445)
Since we have the SMB ports open, we can scan it using enum4linux, a tool used to get
information about the server, which includes users into the SSH.

enum4linux $ip

We find a couple of things, first that we can attempt to logon with anonymous

Going to anonymous, we can login to the smb port doing:

smbclient //$ip/anonymous

And reveals a staff.txt file, lets see what that is (we use ‘get staff.txt’)
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It then reveals the users “Jan” and “Kay”.

- Which meant that the “J” stood for Jan and “K” stood for Kay

And because we know that Jan had a weak password, we can try brute forcing it using
hydra.

In the enum4linux scan, we can also find the users and confirm they match:

SSH Bruteforce

And because we know that Jan has a weak password, we can try brute forcing it using
hydra.

hydra -l Jan -P wl/rockyou.txt 10.10.20.92 ssh

And so after a while we run it, we get Jan’s credentials with password armando:
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SSH
Logging into Jan’s SSH using:

ssh jan@10.10.20.92

Doing sudo -l returns nothing, additionally searching for SUID commands does nothing
either

find / -user root -perm /4000 2>/dev/null

Searching for crontabs doesn’t work either, but we do know that there is another use Kay

So, going into Kay’s folder we can see a ‘pass.bak’ file, which we aren’t allowed to see. By
doing

ls -a

We can view her hidden files, including .ssh directory

So going into the .ssh directory, we can find the id_rsa file, which contains the private key
for Kay

And surprisingly, we can actually read it.
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So, we can copy that onto our local computer and try logging in as Key. You can either use
scp or just copy and pasting into a file, or hosting a python server and using wget. Make
sure to change the permissions of id_rsa

chmod 600 id_rsa

Now we attempt to login as Kay

ssh kay@10.10.20.92 -i id_rsa

So it looks like there’s a password associated with id_rsa, so let's use Johntheripper to crack
the password. First, we need to convert it into a hash for johntheripper

ssh2john id_rsa > hash

Now we run it with john



8

john hash --wordlist=~/wl/rockyou.txt

Which then reveals the password “beeswax”

Now let’s attempt to login as Kay

ssh kay@10.10.20.92 -i id_rsa

And entering the password beeswax

Now just we cat pass.bak and we are done!


